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A B S T R A C T

Introduction: Artificial Intelligence is in the phase of health care, with transformative innovations in diagnostics, 
personalized treatment, and operational efficiency. While having potential, critical challenges are apparent in 
areas of safety, trust, security, and ethical governance. The development of these challenges is important for 
promoting the responsible adoption of AI technologies into healthcare systems.
Methods: This systematic review of studies published between 2010 and 2023 addressed the applications of AI in 
healthcare and their implications for safety, transparency, and ethics. A comprehensive search was performed in 
PubMed, IEEE Xplore, Scopus, and Google Scholar. Those studies that met the inclusion criteria provided 
empirical evidence, theoretical insights, or systematic evaluations addressing trust, security, and ethical 
considerations.
Results: The analysis brought out both the innovative technologies and the continued challenges. Explainable AI 
(XAI) emerged as one of the significant developments. It made it possible for healthcare professionals to un
derstand AI-driven recommendations, by this means increasing transparency and trust. Still, challenges in 
adversarial attacks, algorithmic bias, and variable regulatory frameworks remain strong. According to several 
studies, more than 60 % of healthcare professionals have expressed their hesitation in adopting AI systems due to 
a lack of transparency and fear of data insecurity. Moreover, the 2024 WotNot data breach uncovered weak
nesses in AI technologies and highlighted the dire requirement for robust cybersecurity.
Discussion: Full understanding of the potential of AI will be possible only with putting into practice of ethical and 
technical maintains in healthcare systems. Effective strategies would include integrating bias mitigation 
methods, strengthening cybersecurity protocols to prevent breaches. Also by adopting interdisciplinary collab
oration with the goal of forming transparent regulatory guidelines. These are very important steps toward 
earning trust and ensuring that AI systems are safe, reliable, and fair.
Conclusion: AI can bring transformative opportunities to improve healthcare outcomes, but successful imple
mentation will depend on overcoming the challenges of trust, security, and ethics. Future research should focus 
on testing these technologies in multiple real-world settings, enhance their scalability, and fine-tune regulations 
to facilitate accountability. Only by combining technological innovations with ethical principles and strong 
governance can AI reshape healthcare, ensuring at the same time safety and trustworthiness.

1. Introduction

Artificial Intelligence (AI) is quickly transforming the landscape of 
healthcare, introducing ground-breaking methodologies for diagnosis 

and treatment besides patient management. By handling massive 
amounts of data, AI systems can classify patterns and make forecasts that 
have the potential to progress clinical outcomes and operational profi
ciency. On the other hand, together with these advancements, 
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substantial concerns regarding safety, trust, security, and ethical im
plications have developed. Addressing these issues is authoritative for AI 
to fulfill its promise in healthcare while safeguarding patient safety and 
maintaining public trust in the technology.

AI technologies, for the most part machine learning (ML) and deep 
learning algorithms, have established considerable efficiency in various 
healthcare applications. For example, AI has been employed to envisage 
patient health issues, evaluate medical imaging, and support surgical 
procedures, in so doing augmenting the capability of healthcare pro
viders to deliver modified treatment and improve patient outcomes. A 
systematic review by Li et al. highlights the transformative role of AI in 
clinical practice, highlighting its potential to simplify precision medi
cine and improve patient care passageways through data-driven un
derstandings and automation [1].

In the face of the potential benefits, the incorporation of AI in 
healthcare is fraught with risks. The intricacy of AI algorithms, 
frequently stated as “black boxes,” stances challenges in understanding 
how decisions are made. This lack of transparency can lead to disbelief 
among healthcare providers and patients, as they may be uncertain to be 
dependent on AI-driven endorsements devoid of grasping the underlying 
rationale. A study by the HITRUST Alliance accentuates that trust is a 
precarious factor for fruitful AI adoption in healthcare, perceiving that 
over 60 % of patients express skepticism as regards of AI technologies in 
line for concerns about data privacy and algorithmic biases [2].

Safeguarding the safety of AI systems in healthcare is fundamental to 
avoid potential harm to patients. Robust AI systems need to be designed 
to execute consistently under innumerable conditions and repel adver
sarial attacks. Proper verification processes, which statistically prove the 
correctness of algorithms, along with wide-ranging testing, are indis
pensable before deploying AI in clinical settings. In addition, AI systems 
must be armed to handle failures with poise, categorizing impending 
points of failure and executing safety measures to alleviate risks. For 
illustration, in clinical decision support systems, AI should be proficient 
of flagging suspicions and allowing for human intervention when 
required, in this manner enhancing patient safety [3].

Confidence in AI is further strengthened through the development of 
explainable AI (XAI), which purposes to make AI processes clear as 
crystal and understandable. Explainability is vital for healthcare pro
fessionals to be familiar with the underlying principle behind AI- 
generated diagnoses or treatment suggestions. Techniques for 
example, attention mechanisms in neural networks, feature importance 
scores, and model-agnostic methods like LIME (Local Interpretable 
Model-agnostic Explanations) are being explored to increase the trans
parency of AI systems. By providing comprehensions into their workings 
and clear explanations for their estimates, XAI can raise trust among 
stakeholders and simplify the responsible use of AI in clinical practice 
[4].

Transparency is also attained through actual documentation and 
open communication on the subject of the capabilities and limitations of 
AI technologies. Forming realistic expectations about what AI can and 
cannot do is necessary for constructing trust amongst patients and 
healthcare providers. A broad understanding of AI’s role in healthcare 
can lessen concerns and uphold a collaborative environment wherever 
AI augments human decision-making relatively than replacing it.

Safety is a paramount concern for AI systems in healthcare, assumed 
the delicate nature of medical data. Following to principles of confi
dentiality, integrity, and availability is dire for upholding patient trust 
and ensuring obedience with regulations such as the Health Insurance 
Portability and Accountability Act (HIPAA) in the United States. Robust 
security measures, including data encryption, access control, and regu
lar security audits, are needed to protect AI systems from cyber threats. 
Moreover, ethical considerations nearby patient data usage for AI 
training must be addressed. Techniques similar to federated learning 
allow for AI model training on decentralized data without compromising 
patient privacy, by this means ensuring responsible AI development 
[2,4].

Ethical considerations are important to the placement of AI in 
healthcare, guaranteeing that it benefits all patients without introducing 
new risks or worsening existing inequalities. Bias in AI can arise from 
biased training data, leading to unequal treatment of different patient 
groups. Addressing fairness and accountability in AI systems necessi
tates the use of various and representative datasets, as well as continuing 
monitoring for biased outcomes. Ethical frameworks and guidelines 
from professional organizations and regulatory bodies can guide the 
liable development and use of AI in healthcare, encouraging equitable 
access to AI-driven innovations [1,3].

Accountability is indispensable for addressing the ethical implica
tions of AI decisions. Clear policies should be made for delineating the 
roles and responsibilities of AI developers, healthcare providers, and 
other stakeholders, which is obligatory to ensure accountability in AI 
deployment. By placing AI as a tool to support human decision-making 
rather than replace it, healthcare organizations can sustain ethical 
standards and nurture a culture of responsibility in AI usage.

Despite the burgeoning body of literature on artificial intelligence in 
healthcare, there remains a profound lack of in-depth research into 
several of the key ethical issues—above all, algorithmic bias, data 
confidentiality, and transparency. Most of the current literature explores 
these individually, without an overall framework that makes clear how 
they are intertwined and together elevate risks to patient safety and 
trust. Moreover, current literature has poorly explored new innovations, 
such as Explainable AI (XAI) and federated learning, which hold po
tential solutions to these challenges. This review paper attempts to fill 
these gaps by reviewing recent developments of AI, identifying ethical 
and practical challenges, and providing actionable frameworks for 
secure and trustworthy AI systems in the healthcare sector.

This systematic review aims to provide a comprehensive evaluation 
of artificial intelligence innovations that address ethical and security 
issues. By way of analyzing existing gaps in the frameworks designed to 
ensure the virtues of trust, safety, and transparency in healthcare AI 
applications, this study brings forward interdisciplinary recommenda
tions for practitioners, policymakers, and researchers. This way, it 
contributes to the comprehensive discussion of responsible artificial 
intelligence in the health sector and tries to lay the foundation for future 
empirical studies and policy-making. Addressing these critical issues, 
the review serves not only to enhance understanding but also to 
encourage the development of AI technologies that are safe, reliable, and 
trusted by health professionals and patients themselves.

In conclusion, despite the fact that AI presents substantial opportu
nities for advancing healthcare, speaking the associated challenges of 
safety, trust, security, and ethics is critical for its efficacious integration. 
By prioritizing explainability, robust security measures, and ethical 
frameworks, stakeholders can generate a healthcare environment that 
leverages AI reliably and effectively, at the end of the day benefiting 
patients and enhancing the quality of care.

2. Materials and methods

2.1. Study design

This systematic review was conducted to assess the state of research 
and development in technologies aimed at improving AI safety, trust, 
security, and responsible use in healthcare. The review followed the 
Preferred Reporting Items for Systematic Reviews and Meta-Analyses 
(PRISMA) guidelines to ensure a comprehensive and transparent eval
uation of the existing literature.

2.2. Search strategy

A comprehensive literature search was conducted across multiple 
databases including PubMed, IEEE Xplore, Scopus, and Google Scholar. 
The search string used included a combination of keywords and Boolean 
operators to capture relevant studies:
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((“Artificial Intelligence” OR “AI” OR “Machine Learning” OR 
“Deep Learning” OR “Neural Networks”) AND (“Safety” OR “Trust” 
OR “Security” OR “Responsible Use” OR “Ethics” OR “Fairness” OR 
“Bias Mitigation” OR “Transparency” OR “Explainability” OR 
“Robustness” OR “Reliability”) AND (“Healthcare” OR “Medical” 
OR “Clinical” OR “Health Informatics” OR “Health Systems” OR 
“Patient Care”)).

The search was limited to studies published in English from January 
2010 to December 2023. Reference lists of identified articles were also 
screened for additional relevant studies.

2.3. Inclusion and exclusion criteria

Studies were included in the review if they met the following criteria: 

1. Focused on AI technologies used in healthcare.
2. Addressed aspects of safety, trust, security, or responsible use.
3. Provided empirical evidence, theoretical frameworks, or compre

hensive reviews.

4. Published in peer-reviewed journals.

Studies were excluded from the review if they did not met the 
following criteria: 

1. Studies not directly related to healthcare applications.
2. Articles that did not address AI safety, trust, security, or ethical 

considerations.
3. Non-peer-reviewed articles, opinion pieces, and editorials.

2.4. Quality assessment

The quality of the included studies was assessed using the Joanna 
Briggs Institute (JBI) Critical Appraisal Checklist for Systematic Reviews 
and Research Syntheses. This tool evaluates the methodological rigor 
and relevance of studies based on criteria such as clarity of research 
questions, appropriateness of study design, and robustness of data 
analysis.

Each study was scored on a scale of 0 to 10, with higher scores 

Records identified from PubMed, 
IEEE Xplore, Scopus, and 
Google Scholar (n = 297)

Records removed before 
screening: 

Duplicate records removed 
(n = 0)

Records screened
(n = 297)

Records excluded
(n = 200)

Reports assessed for eligibility
(n = 97)

Reports excluded based on 
predefined criteria such as study 
design, population, or outcomes 
not aligning with the research 
focus: (n = 62)

Studies included in review
(n = 15)
Reports of included studies
(n = 15)

Identification of studies via databases and registers
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Fig. 1. PRISMA flowchart.
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indicating better quality. Studies scoring below 5 were considered of 
lower quality and were subjected to sensitivity analysis to assess their 
impact on the overall findings.

2.5. Selection of studies using preferred reporting items for systematic 
reviews and meta-analyses flowchart (PRISMA)

The reporting items for systemic literature review usually identified 
the PRISMA flowchart, as it provides evidence-based items for results 
synthesis. The PRISMA flowchart highlights the number of relevant 
literature reviews eligible to provide significant information related to 

Fig. 2. Risk of bias assessment by ROBINS-1 tool.
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the research question. The flowchart, Fig. 1 also includes the excluded 
articles and duplicate literature reviews.

2.6. Study selection

The initial search yielded 297 articles. After removing duplicates, 
297 articles remained. Titles and abstracts were screened by two inde
pendent reviewers to identify potentially relevant studies. Disagree
ments were resolved through discussion or consultation with a third 
reviewer. After the initial screening, 97 articles were selected for full- 
text review.

During the full-text review, 62 articles were excluded based on the 
predefined criteria, resulting in 15 studies being included in the final 
qualitative synthesis.

2.7. Data extraction

Data were extracted from the included studies using a standardized 
extraction form. The form captured information on: 

– Study characteristics (authors, publication year, and journal).
– AI technology and application in healthcare.
– Aspects of AI safety, trust, security, or responsible use addressed.
– Key findings and conclusions.

Two reviewers independently extracted data to ensure accuracy and 
consistency. Any discrepancies were resolved through discussion or by 
consulting a third reviewer.

2.8. Data synthesis

Data synthesis involved a narrative summary of the findings from the 
included studies, organized around the key themes of AI safety, trust, 
security, and responsible use. The synthesis aimed to: 

– Summarize the current state of research.
– Identify gaps in the literature.
– Highlight emerging trends and technologies.
– Provide recommendations for future research.

2.9. Risk-of-bias assessment

Risk-of-bias assessments have been conducted using ROBINS-I (for 
OS) and it has been projected as a traffic-light plot using the online 
platform robvis™ to create figures for the quality of risk-of-bias 
assessment, shown in Fig. 2.

3. Results

The reviewed studies offer a comprehensive look at the integration of 
Artificial Intelligence (AI) in healthcare, covering a range of issues from 
trust and safety to ethics and practical implementation. The outcomes 
can be prearranged chronologically, reflecting the evolving under
standing of AI’s role in this critical field.

3.1. Early investigations (2000–2020)

The foundation for understanding trust in AI was laid by studies like 
those of Lockey et al. [5], who recognized several key challenges 
distinctive to AI systems. Their work underlined the significance of 
transparency, explainability, accuracy, and the balance amongst auto
mation and human augmentation. They correspondingly jagged out the 
vulnerabilities tackled by different stakeholders, emphasizing the need 
for a multi-stakeholder approach to constructing trustworthy AI sys
tems. On the other hand, the real-world employment of such a meth
odology remains a significant challenge, for the most part when 

balancing transparency with the need to protect data privacy and pro
prietary algorithms.

3.2. Mid-phase studies (2017–2021)

As the field evolved, the attention shifted in the direction of more 
practical aspects of AI deployment. For instance, Cutillo et al. [6]
stressed the importance of explainability and usability in AI systems, 
arguing that these factors are fundamental for fostering trust among 
healthcare providers. They underlined the need for AI systems to be not 
only accurate but also interpretable and user-friendly. Conversely, they 
also accredited the potential trade-offs between explainability and pre
dictive accuracy, especially in complex AI models.

Shneiderman’s [7] conceptual work delivered a governance frame
work for Human-Centered AI (HCAI), offering practical steps to upsurge 
the reliability, safety, and trustworthiness of AI systems. His commen
dations, while valuable, were noted for deficient experimental valida
tion, and there was concern that overly prescriptive governance could 
suppress innovation in AI development.

Ellahham et al. [8] engrossed on the safety risks associated with AI, 
such as distributional shifts and data quality issues. They advocated for 
safety strategies like “safe-fail” designs to mitigate these risks. However, 
their work was primarily theoretical, pointing to the need for empirical 
studies to validate these safety measures in real-world settings.

Esmaeilzadeh’s [9] study offers important understandings into 
public perceptions of AI in healthcare, emphasizing how concerns about 
technology, ethics, and regulation impact the willingness to adopt AI- 
based tools. Key findings disclose that technological anxieties, such as 
potential errors and lack of transparency combined with ethical uncer
tainty and regulatory reservations, significantly impact public 
acceptance.

3.3. Recent insights (2021–2022)

More recent studies have explored into the practical application of AI 
in healthcare and its ethical implications. Asan et al. [10] explored 
clinician trust in AI, suggesting that trust is influenced by factors like 
data quality, system transparency, and the reliability of AI outputs. They 
introduced the concept of “optimal trust,” where clinicians maintain a 
balanced skepticism toward AI recommendations. However, imple
menting this model in practice, especially in diverse clinical environ
ments, remains a challenge.

Choudhury et al. [11] conducted a systematic review that demon
strated AI’s potential to improve patient safety outcomes, particularly in 
clinical alarms and drug safety. Nonetheless, they also identified sig
nificant challenges, such as the lack of standardization in AI perfor
mance reporting, which could hinder the consistent application of AI 
across different healthcare settings.

Nagendran et al. [12] provided a critical evaluation of AI perfor
mance in diagnostic imaging, revealing that many studies overstated 
AI’s effectiveness compared to human clinicians. Their findings high
lighted the need for more rigorous methodologies and better reporting 
standards to ensure that AI’s capabilities are accurately represented.

Rodriguez et al. [13] proposed a comprehensive framework for 
trustworthy AI, integrating ethical principles with regulatory and tech
nical requirements. While their framework is theoretically sound, its 
practical application across diverse cultural and regulatory contexts 
remains untested.

In the realm of patient interactions, Milne-Ives et al. [14] found that 
conversational agents in healthcare were generally well-received, with 
high levels of user satisfaction. However, they noted limitations in these 
agents’ language understanding and interactivity, which could impact 
their effectiveness and patient trust.

Richardson et al. [15] added another dimension by exploring patient 
perspectives on AI. Their findings revealed significant concerns about 
safety, data integrity, and potential cost implications of AI in healthcare. 
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This study stressed the importance of addressing patient concerns pro
actively to form public trust in AI technologies.

Nadella et al. [16] underscored the progressions in AI-driven diag
nostic tools and predictive analytics, despite the fact that correspond
ingly indicating the gaps in regulatory frameworks and the need for 
unbiased AI models. Their review put forward that, despite the progress, 
there is still much work to be done to ensure the ethical and effective 
integration of AI in healthcare.

Another study by Naik et al. [17], aimed to discuss and define the 
place of AI in healthcare, with a specific focus on some of the legal and 
ethical considerations arising. The authors found that AI is very prom
ising in several applications, such as diagnostics and drug discovery, but 
its use raises many accountability concerns, such as privacy and data 
protection. Probably the greatest single challenge facing the clinical 

adoption of AI out of all the challenges is the lack of standardized reg
ulations, particularly with regard to algorithmic transparency and bias. 
This review has called for instating a legal framework that protects 
patients and ensures the AI systems are ethical and remain within the 
legal ambit.

Markus et al. [18], provided a general overview of the development 
of explainable AI systems and their potential to improve trust in 
healthcare applications of AI. The authors emphasized the balance be
tween interpretability and model performance, plus the need for trans
parency to foster trust among healthcare providers. They discussed how 
explainable AI would be key to further improving clinician confidence, 
especially around decision-making. Although explainability looks very 
promising, it does need further empirical support to prove the practical 
benefits. The study also recommended complementary measures: 

Table 1 
Summary of the studies included.

Study no. Year Focus Key findings Challenges identified Contributions

01. Lockey et al. 
[5]

2000–2020 Trust in AI Systems Identified key trust challenges including 
transparency, explainability, accuracy, 
and automation vs. augmentation.

Practical implementation of 
multi-stakeholder approach; 
Balancing transparency with 
privacy

Established foundational 
understanding of trust challenges in 
AI; Advocated for multi-stakeholder 
approach

02. Cutillo et al. 
[6]

2017 Explainability and 
Usability

Emphasized the importance of 
explainability and usability for fostering 
trust among healthcare providers.

Potential trade-offs between 
explainability and predictive 
performance

Highlighted critical role of user- 
centered design in AI; Contributed to 
explainable AI design principles

03. 
Shneiderman 
[7]

2019 Governance of 
Human-Centered AI 
(HCAI)

Proposed a three-layer governance 
structure to improve AI reliability, safety, 
and trustworthiness.

Lack of empirical validation; 
Potential risk of overly 
prescriptive governance

Provided a comprehensive 
governance framework for HCAI; 
Introduced practical steps for 
enhancing AI safety

04. Ellahham 
et al. [8]

2020 Safety Concerns in 
AI Deployment

Identified safety risks like distributional 
shifts and data quality issues; Advocated 
for “safe-fail” designs.

Need for empirical validation of 
safety strategies; Potential 
slowing of AI adoption

Provided a thorough review of AI 
safety challenges; Proposed safety 
strategies for AI deployment

05. 
Esmaeilzadeh 
[9]

2020 Perceptions of AI in 
Healthcare

Explored how technological, ethical, and 
regulatory concerns affect the perceived 
risks of AI in healthcare.

Anxiety over AI performance and 
ethical implications; Concerns 
about regulatory gaps

Developed a model to understand 
factors influencing perceived risks and 
benefits in AI-based healthcare tools.

06. Asan et al. 
[10]

2021 Clinician Trust in AI 
Systems

Explored clinician trust influenced by 
data quality, transparency, and 
reliability; Introduced “optimal trust” 
model.

Implementing “optimal trust” 
across varied clinical 
environments; Balancing 
skepticism and reliance

Developed the concept of “optimal 
trust” in AI; Enhanced understanding 
of factors influencing clinician trust

07. Choudhury 
et al. [11]

2021 AI in Patient Safety 
Outcomes

Demonstrated AI’s potential to improve 
patient safety, particularly in clinical 
alarms and drug safety.

Lack of standardization; 
Variability in AI performance 
reporting

Systematic review of AI’s impact on 
patient safety; Highlighted both 
benefits and limitations in AI 
applications

08. Nagendran 
et al. [12]

2021 AI Performance in 
Diagnostic Imaging

Found overstated AI performance in 
diagnostic imaging; High risk of bias in 
non-randomized trials.

Need for more rigorous 
methodologies and better 
reporting standards

Provided critical evaluation of AI 
performance in imaging; Called for 
more robust and unbiased research

09. Rodriguez 
et al. [13]

2021 Holistic Framework 
for Trustworthy AI

Proposed an integrated framework 
combining ethics, regulation, and 
technical requirements for AI 
trustworthiness.

Lack of empirical data; 
Challenges in applying the 
framework across diverse 
contexts

Developed a holistic framework for AI 
trustworthiness; Aimed to align AI 
development with societal values

10. Milne-ives 
et al. [14]

2021 Conversational 
Agents in Healthcare

Positive user reception; High usability 
and satisfaction, but limitations in 
language understanding and interactivity 
were noted.

Limitations in language 
processing and interactivity 
could hinder trust and 
effectiveness

Reviewed effectiveness of 
conversational agents; Identified areas 
for improvement in user interaction 
and satisfaction

11. Richardson 
et al. [15]

2022 Patient Perspectives 
on AI

Patients expressed concerns about safety, 
data integrity, and potential cost 
implications of AI.

Limited generalizability due to 
demographic focus; Need for 
more diverse patient 
perspectives

Provided insights into patient 
concerns and expectations; 
Highlighted the importance of 
addressing patient-centered issues in 
AI

12. Nadella et al. 
[16]

2022 AI and ML 
Applications in 
Healthcare

Highlighted advancements in diagnostic 
tools and predictive analytics; Identified 
gaps in regulatory frameworks and the 
need for unbiased models.

Overlooked long-term AI trends; 
Challenges in integrating AI with 
existing healthcare systems

Comprehensive review of AI/ML 
applications; Emphasized the need for 
ethical and regulatory improvements 
in AI integration

13. Naik et al. 
[17]

2022 Legal and Ethical 
Implications of AI

Highlighted ethical challenges such as 
informed consent, transparency, and 
cybersecurity; Called for comprehensive 
governance frameworks.

Theoretical focus limits practical 
application; Implementing 
governance across diverse 
settings

Comprehensive review of legal and 
ethical issues; Framework for 
governance in AI healthcare

14. Markus et al. 
[18]

2021 Explainability in AI Proposed a framework for selecting 
explainability methods based on 
healthcare context.

Trade-offs between 
explainability and predictive 
accuracy; Complexity in method 
selection

Contributed to the formalization of 
explainable AI (XAI); Provided 
guidance for choosing appropriate 
explainability methods

15. Habli et al. 
[19]

2021 Moral 
Accountability and 
Safety

Analyzed how AI-based tools challenge 
traditional models of clinical decision- 
making and accountability.

Weakened traditional 
accountability models in clinical 
decisions involving AI

Called for updated frameworks to 
address moral accountability and 
safety in AI-driven clinical decision- 
making.
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external validation and standardized regulations to guarantee more 
trustworthiness in AI models.

Habli et al. [19], reviewed some ethical and safety concerns 
regarding the use of AI in clinical decision-making for sepsis treatment. 
The AI Clinician system developed at Imperial College London demon
strated an opportunity for the personalization of fluid and vasopressor 
management in patients with sepsis. However, this study identified 
considerable deficits concerning moral accountability since clinicians do 
not know or control AI-driven decisions. The authors present the case for 
a dynamic model of safety assurance that embeds ongoing monitoring of 
AI systems post-deployment and calls for developers to be included in 
accountability frameworks to offer added protection to patients.

4. Summary

The progression of AI in healthcare research discloses a clear evo
lution from identifying theoretical challenges to addressing practical 
implementation issues. Trust, safety, and ethics have appeared as central 
themes, with each study contributing to a deeper understanding of these 
complex issues. Conversely, the results also point out that significant 
challenges remain, mainly in the areas of empirical validation, regula
tory oversight, and the balance between innovation and ethical practice. 
As AI continues to grow, addressing these challenges will be decisive for 
comprehending its full potential in improving healthcare outcomes. 
Table 1, presents a summary of fifteen studies included in the study.

5. Discussion

The incorporation of AI in healthcare is a swiftly developing field 
with noteworthy prospective to transform medical practices, patient 
care, and healthcare systems. On the other hand, this potential ap
proaches with numerous challenges, predominantly regarding trust, 
safety, ethical considerations, and the practical implementation of AI 
technologies. This discussion critically investigates the outcomes from 
all the studies included, exploring common themes, divergences, and the 
broader implications for AI in healthcare. By scrutinizing these studies 
communally, this section aims to provide a wide-ranging understanding 
of the current state of AI in healthcare and to recognize areas where 
further research and development are needed.

5.1. Trust and acceptance of AI in healthcare

Trust is a central theme across many of the studies, replicating its 
significance in the effective adoption and employment of AI technolo
gies in healthcare. Asan et al. [10] provided a thorough investigation of 
trust between clinicians and AI systems, laying emphasis on the need for 
an “optimal trust” model. This model proposes that clinicians should 
maintain a balanced level of skepticism towards AI outputs, which is 
fundamental for avoiding over-reliance on AI. Nevertheless, this 
approach presents practical challenges, predominantly in safeguarding 
that clinicians have the necessary understanding of AI’s capabilities and 
limitations. The study’s focus on trust is significant, but it could be 
criticized for not sufficiently addressing how trust can be cultivated in 
environments where clinicians may have variable levels of under
standing with AI technologies.

Cutillo et al. [6] also emphasized trust, particularly focusing on the 
significance of explainability, usability, and transparency in AI systems. 
The authors say that these factors are important for building trust among 
healthcare providers. Despite the fact that this standpoint is critical, it 
undertakes that AI developers will highlight user-centered design, which 
may perhaps not all the time align with commercial or technological 
priorities. Likewise, the study’s dependence on explainability as a key to 
trust could be seen as more than usually optimistic, particularly in cases 
wherever full transparency may not be conceivable due to the complex 
nature of AI algorithms.

Lockey et al. [5] extended the discussion by recognizing five key 

trust challenges specific to AI: transparency, explainability, accuracy, 
automation versus augmentation, and mass data extraction. Their sug
gestion for a multi-stakeholder approach to building trustworthy AI is 
comprehensive but raises questions about the feasibility of such a 
method in practice. The contribution of various stakeholders, each with 
diverse priorities and concerns, possibly will confound efforts to form a 
unified framework for trust. Likewise, the task of maintaining balance in 
transparency with data privacy and proprietary concerns remains a 
noteworthy hurdle that needs more concrete solutions.

5.2. Safety and ethical concerns

The safety of AI systems is a foremost concern, as highlighted by 
Ellahham et al. [8] and Habli et al. [19] The study by Ellahham et al. [8], 
discussed the possible safety risks linked with AI in healthcare, such as 
distributional shifts, data quality issues, and the unpredictability of AI 
behavior. Their advocacy for safety strategies like “safe-fail” designs is 
critical but then again might not fully address the complexities of real- 
world AI deployment. The stress on theoretical safety measures 
deprived of empirical validation leaves a gap in understanding how 
these strategies will perform in practice. Furthermore, the study could 
be appraised for not addressing the possible trade-offs between safety 
and innovation, where excessively watchful approaches might suppress 
the development of beneficial AI applications.

Habli et al. [19] study suggested a nuanced analysis of moral 
accountability in AI-driven clinical decision-making. The study chal
lenges traditional ideas of responsibility, arguing that AI’s involvement 
in clinical decisions abates the conditions for moral accountability. This 
is a significant influence to the discourse on AI ethics, as it highlights the 
necessity for new frameworks that contemplate the roles of AI de
velopers and safety engineers. Still, the study could benefit from more 
concrete proposals on how these new models of accountability might be 
structured and enforced, primarily in complex healthcare environments 
where multiple actors contribute to decision-making processes.

Ethical concerns are further explored by Naik et al. [17] and 
Rodriguez et al. [13] The study by Naik et al. [17] focuses on the legal 
and ethical challenges of AI in healthcare, encouraging for compre
hensive governance frameworks that address issues such as informed 
consent, algorithmic transparency, and cybersecurity risks. Although 
their recommendations are timely and relevant, the study’s theoretical 
nature limits its applicability to various healthcare settings where su
pervisory environments and resources vary widely. This could result in 
an overly rigid approach to regulatory frameworks, less supple, and 
hence less able to bend with the incredibly fast pace of AI innovation.

Under Rodriguez et al. [13], a framework for trustworthy AI is fully 
put forward that effectively links ethical principles with regulatory and 
technical requirements. This is very laudable from the point of view of 
comprehensiveness, but there are also practical questions about how 
this can be implemented. The focus on the alignment of AI development 
with societal values is very key in this study, but operationalizing these 
principles within differing cultural and regulatory contexts may not be 
plain sailing. Also, the shortage of experimental data in this study marks 
it difficult to get an understanding of how effectively this framework 
would work in real world settings.

5.3. Patient perspectives and public trust

Understanding patient standpoints is essential for the effective 
incorporation of AI in healthcare. Richardson et al. [15] explored patient 
attitudes toward AI, illuminating concerns about safety, data integrity, 
and the potential impact on healthcare costs. The study’s findings put 
the spotlight on the need to take into account the concerns expressed by 
patients to gain public trust in AI technologies. However, when gener
alizing from this study, one of the major concerns is it was focused on 
only one demographic group—mostly white, non-Hispanic participants. 
This constraint put forward a need for more diverse and representative 
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studies to capture the full spectrum of patient perspectives on AI in 
healthcare.

Milne-Ives et al. [14] provide a generally positive assessment of 
conversational agents in healthcare, reporting high usability and satis
faction among users. However, the study also notes limitations, such as 
poor language understanding and limited interactivity, which could 
affect patient trust and satisfaction. The mixed effectiveness of these 
agents highlights the need for more rigorous evaluations of AI technol
ogies, particularly in understanding the factors that contribute to or 
detract from patient trust. In addition, the study’s focus on conversa
tional agents may manage other AI applications in healthcare that may 
perhaps present different challenges and opportunities for patient 
engagement.

Additional study by Esmaeilzadeh [9], which surveyed 307 in
dividuals in the United States, offers valuable understandings into public 
perceptions of AI in healthcare. The research detects technological 
concerns, such as performance and communication features as the most 
substantial prognosticators of perceived risk. Ethical issues, including 
trust factors and transparency, and regulatory concerns regarding data 
privacy and accountability also considerably impact public attitudes. 
The study discloses that technological, ethical, and regulatory concerns 
collectively shape public perceptions of AI in healthcare. The outcomes 
suggest that addressing these concerns through enhanced transparency, 
obedience to ethical standards, and the development of robust regula
tory frameworks is critical for growing public trust and acceptance. The 
study’s limitations include potential bias from confounding variables 
and the reliance on self-reported data, which may not completely cap
ture various public opinions. The sample may also not be representative 
of the broader population, which could affect the generalizability of the 
outcomes. To increase public understanding and recognition of AI in 
healthcare, future research must focus on a more diverse and repre
sentative sample of participants. Furthermore, exploring how different 
demographic groups perceive AI and evaluating interventions to 
enhance public education about AI technologies are important steps. 
Addressing these areas can aid in improving regulatory guidelines and 
ethical standards to better align with public concerns.

5.4. Advancements and limitations of AI in healthcare

The potential of AI for successful diagnostic accuracy and patient 
outcomes is well documented in publications such as Choudhury et al. 
[11] and Nagendran et al. [12]. In the study of Choudhury et al. [11], 
they discussed the demonstration of the application of A.I, as it has 
immense potential for considerably improving patient safety outcomes 
linked to clinical alarms and drug safety. They also point out that major 
challenges remain to be overcome, such as a lack of standardization and 
variability in the reporting of AI performance, which might undermine 
consistency in care. Critical here is that while AI might improve health 
care, its benefits may not be felt uniformly across all settings and patient 
populations.

The paper by Nagendran et al. [12] criticizes standards in deep 
learning research, particularly the high risk of bias inherent in non
randomized studies. Their findings implicate overstatement of AI’s 
performance relative to clinicians that inflames the hype about AI in 
health care. This critique is important mainly because it requires 
evidence-based approaches toward the evaluation of AI technologies 
and ensuring that robust data support such claims of AI superiority. The 
study can, however, be criticized in that it focused on deep learning 
algorithms for diagnostics, just one piece of what AI can do in health.

Nadella et al. [16] further contribute to this update regarding AI 
developments with emphasis on ethical and regulatory gaps that should 
be filled for the responsible incorporation of AI. The review identifies, on 
the one hand, some of the really transformative potential of AI, and it 
also brings out significant concerns in privacy, algorithm transparency, 
and the need for a strong governance framework. Though their recom
mendations are complete, the focus of this study on recent literature may 

miss out on the longer-term trends and development regarding AI, which 
would be helpful in identifying how these challenges have evolved.

[20]. The exposed files included very sensitive information, such as 
medical records, passports, and national identification information. The 
consequences of this security breach went beyond simple privacy issues; 
it presented considerable threats related to identity theft, fraudulent 
activities, and the possible exploitation of medical data, which forced 
reevaluation of the effectiveness of existing cybersecurity measures in 
protecting healthcare artificial intelligence systems.

This case highlights the bifacial nature of artificial intelligence in the 
health sector. While artificial intelligence brings unparalleled levels of 
efficiency and accuracy to the administration of patient care, it also 
requires commensurately sophisticated cybersecurity measures to pro
tect the data on which it depends. One of the most important lessons 
learned from the WotNot breach is that storage and management prac
tices for data within healthcare solutions using artificial intelligence 
must be strictly monitored. Misconfigurations, as seemingly minor as an 
improperly secured cloud storage bucket, can lead to catastrophic con
sequences, undermining the trust of patients and providers alike.

5.5. The role of explainability and usability

This is again an important point associated with the explanatory 
power and usability of AI systems, more specifically elaborated in 
Markus et al. [18], who review the role of explainability in creating 
trustworthy AI for healthcare. This would provide an overview of 
different XAI methods and offer guidance on how to choose from 
different explainability techniques in given healthcare contexts. Such 
contribution is important in handling the challenge of developing AI 
systems that are not only accurate but also interpretable for both clini
cians and patients. However, the paper gives focal attention to 
explainability, which understates potential trade-offs between explain
ability and predictive performance. This may turn out to be particularly 
true with complex AI systems where increasingly transparent models are 
known to lessen model accuracy.

Shneiderman [7] also links the problem of explainability to a larger 
framework of human-centered AI. The study provides actionable rec
ommendations to increase the reliability, safety, and trustworthiness of 
HCAI systems regarding audit trails, verification and validation testing, 
and bias testing. Although this framework by Shneiderman [7] does give 
a very useful sense of some of the specific, actionable steps that can be 
taken toward creating better AI systems, a clear limitation is that these 
recommendations are not based on empirical evidence.

5.6. The future of A.I in healthcare: striking a balance between innovation 
and regulation

Nadella et al. [16] and Nagendran et al. [12] pointed out the chal
lenge of striking a balance between these two approaches to developing 
AI: a process that would underpin innovation with ethical and regula
tory oversight. Nadella et al. [16] paid great attention to developing 
unbiased AI models and achieving interoperability with existing 
healthcare systems. Nagendran et al. [12] underscore the increased 
stringency of reporting standards and transparency in AI research. All of 
these studies together suggest that the pathway to AI will have to be a 
shared one, bringing technologists, healthcare providers, regulators, and 
patients all into the same space. The challenge is, therefore, between 
fostering innovation and ensuring that AI systems are safe, ethical, and 
effective. A balance in these will be very key in setting a future pathway 
for AI in health.

6. Future recommendations

1. Ensuring trust and security in AI applications in healthcare

Major opportunities for improving patient outcomes and operational 
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efficacies has come into being by the introduction of AI into healthcare. 
On the other hand, the successful acceptance of AI applications centers 
on establishing trust and security among healthcare providers, patients, 
and stakeholders. This discussion makes results from various studies to 
shape best practices for designing AI applications that foster trust and 
ensure security in healthcare settings. 

2. Understanding trust in AI systems

Trust in AI systems is a complex construct that would greatly influ
ence acceptance and the degree of adoption of such technologies in 
health. According to Asan et al. [10], there are three primary dimensions 
to form trust: benevolence, integrity, and ability. These dimensions 
concern clinicians’ perceptions of AI systems and their capabilities. A 
proper understanding of these factors is important for the design of AI 
applications that clinicians can rely on for clinical decision-making.

AI systems should support transparency and explainability. Cutillo 
et al. [6] underline the need for explainability, intended as interpret
ability. It is clear that insights from AI decision-making processes can be 
obtained by developers and passed on to clinicians and patients in order 
to engender trust in the rationale behind AI recommendations.

Furthermore, the “optimal trust” outlined by Asan et al. [10] is that 
both the clinicians and AI systems have to be equally skeptical about the 
outputs provided by one another. With such a sensible approach there 
will be no over dependence on AI recommendations. As a result, the 
clinician stays involved in the process of decision making with a critical 
evaluation of the AI suggestions. 

3. Ensuring security and safety

The safety and security of AI applications in healthcare are vital. 
Ellahham et al. [8] identify several safety concerns associated with AI 
deployment, including distributional shifts, poor data quality, and un
certainty in predictions. AI systems must be designed with strong safety 
protocols and procedural safeguards to decrease these risks.

As per the incident of WotNot ChatBot [20] incident, these would 
need to be addressed in a multi-faceted approach. First, healthcare or
ganizations need to institute anticipatory security measures: end-to-end 
encryption, role-based access control, and routine audits of data sys
tems. While these practices are normative in cybersecurity, they need to 
be attuned to the specific demands of healthcare, where data integrity 
and confidentiality have a direct bearing on patient outcomes.

Second, developers of healthcare AI systems should incorporate se
curity features at the design phase so that safeguards are not just an 
afterthought but inherent to the architecture of the system, including 
robust failsafes that can detect and neutralize threats before sensitive 
data is compromised.

Lastly, the WotNot [20] breach highlights the clear demands for 
transparency and accountability within healthcare. Patients and pro
fessionals in healthcare need to have confidence that not only will the AI 
systems work but that there is also commitment to keeping the data safe. 
Only through proper communication of how data is stored, processed, 
and secured can this trust be restored, in the wake of breaches such as 
this one.

Furthermore, regulatory bodies have to enforce more stringent 
compliance standards for healthcare AI systems so that they are resilient 
against the evolving cyber threats. The breach involving WotNot [20] is 
a cautionary tale put into practice, highlighting new vulnerabilities that 
arise with the rapid integration of artificial intelligence in the healthcare 
sector. While the technology holds many promises, its effectiveness can 
only be realized with sufficient trust and security. All these events are 
lessons in themselves, and by adoption of better cybersecurity measures, 
healthcare organizations can really benefit from the promises of AI with 
privacy and welfare protection extended to patients.

6.1. Key strategies for ensuring safety include

1. Safe Design Principles: AI applications should make safety an in
tegral part of their development. In-built safety margins should have 
fail-safe mechanisms to revert the system to human control in case of 
any unexpected behavior or errors.

2. Rigorous Testing and Validation: The testing required to ensure 
the performance of AI systems in highly variable clinical scenarios 
should be rigorous before their deployment. This would involve 
validation of AI algorithms against real-world data for their reli
ability and accuracy.

3. Continuous Monitoring and Evaluation: There will be a require
ment for continuous assessment of the AI system in the course of 
clinical practice to recognize any safety issues that may ascend and 
get used to changes in the clinical environment. This is dynamism 
toward safety assurance, recognizing that risks may evolve over 
time.

6.2. Addressing ethical considerations

Furthermost of the ethical concerns in AI in health—bias, privacy, 
accountability—must be taken into deliberation in order to form trust 
and safety. Choudhury et al.[11] raise the question of how AI algorithms 
should be fair to return unbiased results for different types of patients. 
Developers should emphasize making use of representative datasets and 
design bias mitigation strategies to deter discrimination driven by AI 
outputs.

Moreover, AI decision-making drives important ethical implications 
and questions around moral accountability. Traditionally, according to 
Habli et al.[19], accountability may not apply in the context of AI since 
clinicians are usually very limited in control over AI-made decisions. In 
that respect, developers of AI and safety engineers have to be involved in 
the discussion on accountability for patient harm done by AI systems.

6.3. Enhancing the education and training of users

This is the point where education and training of users become vital 
for gaining trust as well as ensuring responsible use. Asan et al.[10]
underline that large differences in past experiences and familiarity with 
AI systems are critical reasons for the differences in levels of trust by 
clinicians. In view of that, the emphasis of the training programs needs 
to be on improving the understanding regarding the capabilities, limi
tations, and ethical considerations of AI by clinicians.

6.4. These training initiatives can include the following

1. Workshops and Seminars: Getting the healthcare professional 
involved in discourses on AI technologies, their application, and 
associated ethics can help build confidence in working with these 
systems.

2. Simulation-Based Training: The experience of an AI tool in a simu
lated environment could help clinicians develop comfort working 
with AI applications and further their understanding of how the 
applications work.

3. Disciplinary Collaboration: Aiding to assist and collaboration among 
developers of AI systems, clinicians and ethicists. This will allow the 
development of AI systems to meet not only both clinical needs but 
also high standards of ethics.

6.5. Regulatory frameworks and standards

It is unavoidable upon clear regulatory frameworks to ensure that AI 
is established and deployed in health care with safety and ethical con
siderations. Guidelines will have to be adaptive as evolution occurs in 
technologies or when challenges first appear. This would call for 
stakeholders to stand up collected and frame guidelines at a time when 
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patient safety and ethical considerations in evolving and deploying AI 
take up a front-row seat.

6.6. Key considerations for regulatory frameworks include

1. Standardization of Performance Metrics:

There should be standard levels to calculate the performance of AI, 
which stretches credibility to the comparison between studies and ap
plications, as a consequence making them transparent and accountable. 

2. Clear-cut Guidance on Deployment of AI:

The regulatory bodies must bring forward clear guidelines for the 
safe utilization of the AI system with protocols for testing, validation, 
and continuing surveillance. 

3. Involvement of Diverse Stakeholders:

Engaging a wide variety of stakeholders, from clinicians and patients 
to AI developers, in the regulatory process could help guarantee that 
diverse viewpoints are taken into deliberation while writing standards.

7. Conclusion

The studies appraised contribute a comprehensive and sophisticated 
understanding of the potential and challenges for AI in healthcare. The 
most prominent themes that emerge are those of trust, safety, ethics, and 
explainability, each highlighting very complex problems. From this 
analysis, several gaps and limitations have been noticed, mainly in terms 
of the practicality of application for the proposed frameworks and 
strategies. In this respect, empirical validation, the challenge of 
balancing transparency with proprietary concerns, and the complexities 
around patient trust all present avenues for further research.

AI holds great promise for improving healthcare outcomes, opti
mizing operational efficiency, and advancing personalized medicine. 
However, the integration of AI into healthcare systems is also burdened 
with immense challenges in transparency, trust, security, and ethical 
considerations. The findings of this study underscore the need for a 
holistic approach to ensure that AI systems used in health are not only 
effective but also have a characteristic of equity, safety, and reliability.

In general, it is about the responsible adoption of AI technologies 
that involves favoring those with a strong transparency feature, 
including XAI, and the adequate training of healthcare providers in 
understanding the capabilities and limitations of AI tools. Also, the 
integration of AI into clinical workflows has to be designed in a way to 
highlight human oversight that will minimize risks and cultivate confi
dence from both clinicians and patients.

Policymakers should focus on developing agile regulatory frame
works that address modern issues of data privacy, algorithmic bias, and 
cybersecurity threats. Regulations need to mandate extensive testing of 
AI systems before their deployment and define clear standards for 
accountability in case of errors or security breaches. Furthermore, 
federated learning and similar developments offer practical solutions to 
protect privacy and should be incentivized through supportive policy 
measures.

There must be empirical assessments of the AI systems in authentic 
healthcare settings at the heart of most research going forward. Also, key 
further areas are looking into federated learning, first across multi- 
institutional frameworks and then defining and assessing the fairness 
evaluation metrics for AI, to target healthcare-specific adversarial vul
nerabilities. Further, given the broad impact of health-relevant AI, 
addressing this change requires interdisciplinary engagement with eth
icists, legal scholars, social scientists, and those skilled in governance.

By addressing such actionable priorities, stakeholders can collabo
ratively create an environment where AI technologies can thrive in a 

secure, ethical, and socially responsible manner. This holistic approach 
will ensure that the potential of AI in healthcare is fully realized while 
safeguarding the trust and well-being of both patients and providers.
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